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:_tgﬁ_ What does Cryptography solve?

¢ Confidentiality
¢ Ensure that nobody can get knowledge of what you
transfer even if listening the whole conversation
¢ Integrity
¢ Ensure that message has not been modified during the
transmission
¢ Authenticity, Identity, Non-repudiation
¢ You can verify that you are talking to the entity you think
you are talking to
¢ You can verify who is the specific individual behind that
entity
¢ The individual behind that asset cannot deny being
associated with it
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Symmetric Encryption

Clear-text input Cipher-text

“AXCvGsmWe#4~,
PK1 and few sdgfMwir3:dkJeTs
deploy hints” YBR\s@!q3%"

‘ DES, 3DES, AES J ‘
<

/ Same key \T

(shared secret)

Clear-text output

“An intro to

PKl and few:

deploy hints”
DES, 3DES, AES

Decryptlon

“An intro to
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Asymmetric Encryption

Clear-text Input Cipher-text

“Py75c%bn&*)9|f
De”?bDzjF@g5=&
nmdFgegMs”

Clear-text Output

“An intro to
PK1 and few
deploy hints”

“An intro to
PKI1 and few
deploy hints”

RSA
Decryption
U

= Different keys
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Asymmetric Encryption

¢ Things to remember
¢ The relation between the two keys is unknown and from
one key you cannot gain knowledge of the other, even if
you have access to clear-text and cipher-text
¢ The two keys are interchangeable. All algorithms make no
difference between public and private key. When a key pair
is generated, any of the two can be public or private

CERN -
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Example: Confidentiality Y- Example: Authenticity

| T

Clear-text Input Cipher-text Clear-text Output Clear-text Input Cipher-text Clear-text Output

“An intro to “Py75c%bn&*)9|f “An intro to “An intro to “Py75c%bn&*)9|f “An intro to
De”bDzjF@g5=& PK1 and few PKl and few: De”rbDzjF@g5=& PKl and few:
s” nmdFgegMs” deploy hints” deploy, s” nmdFgegMs” deploy, s”

L’ ) B =i S ...

Ié e e Different keys ,
Coub Different keyS priv ’ —pub. priv ,
Recipient’s H e Recipient’s Sender’s e N Sender’s

q

public key | private key private key public key
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Example: Integrity
== (Creating a Digital Signature

Message or File

This is the
document
created by

Alice SHA_MD5

Message Digest Digital Signature

(Typically 128 bits)

SA
k Generate J k Asymmetric J
Hash

Encryption

Calculate a short message
digest from even a long input
using a one-way message
digest function (hash)

private key
of person
signing
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Verifying a Digital Signature

This is the
document Generate

created by Hash
Alice

3kIfQFESE

Digital
Signature

Asymmetric
Decryption

Alice's public key
(from certificate)

Message Digest

By 75c%bn

Ry75c%bn
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Example: SSL (simplified)

¢ Ensures confidentiality

¢ And integrity if digitally
signed

key are exchanged
¢ Authenticity, Identity, Non-

repudiation @
Cipher 1
Cipher 2

Transmission over the public network

CERN School of Computing 2006

¢ depending on how public w
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Encrypt
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. Real World: Hybrid Encryption
== (typical for encrypted file storage)

Clear-text
message

Randomly-Generated L S—
symmetric “session” key T

Recipient’s i
public key "('“F

Repeat as necessary,

Public key of
other recipient
or recovery agent

Symmetric

Symmetrically
Encryption

Encrypted
message

Asymmetric
Encryption
of session key

Asymmetric
Encryption
of session key
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Real World: Hybrid Decryption =% Cryptography Security

¢ Kerckhoff’s Principle

Symmetrically . ¢ The security of the encryption scheme must depend only
Encrypted .. Symmetric Clear-text on the secrecy of the key and not on the secrecy of the
Decryption message algorithms

¢ The algorithms should be known and published

Digital Z?ti@hpeeac%pnr&?nr:?geﬁf?i‘al ¢ They should have resisted to hacking for quite some time
ussliansgsI?er::ipki:;t?;;mgjltiidkey ¢ They are all based on the fact that some calculations are
A ) ' difficult to reverse (probabilistic impossible)
symmetric 0
dei,yption ¢ But design and key length matter (brute force
of session key “session” key is attaCkS)

decrypted using the

recipient private key ¢ This means that DES, 3DES, AES , RSA, ECC, MDS, SHA
are not immune to attacks

¢ They all have a certain strength you should be aware of

message

Private key of
the recipient
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= Is cryptography enough ?

iy " ¢ We just showed that cryptography solves the problem of confidentiality,
kool o7 Campating ' Integrity, (Authenticity, Identity, Non-repudiation)

¢ How do we share secrets (symmetric encryption) and public keys (asymmetric
encryption) safely on the internet ?

¢ Problem ...
Part 2: An | ntrOd uction to ¢ Michel creates a pair of keys (private/public) and tells everyone that the

public key he generated belongs to Alice

PUb“C Key Infrastructure (PK') # People send confidential stuff to Alice

¢ Alice cannot read as she is missing the private key to decrypt ...
Alberto Pace & Michel reads Alice’s messages
¢ Except if people have met in some private place and exchanged a key, they'll
need help from a third party who can guarantee the other's identity.
¢ PKlis one technology to share and distribute public keys (asymmetric
encryption)

¢ Kerberos another technology to share and distribute shared secrets
(symmetric encryption)

alberto.pace@cern.ch
CERN Internet Services Group
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. ) «~. Is PKlrelevant?
-  PKI = Public Key Infrastructure &
- / == \Who uses PKI| ?

¢ “A technology to implement and manage E-

Security” A. Nash, “PKI", RSA Press ¢ Web’s HTTP and other protocols (SSL)
¢ PKlis a group of solutions for key distribution + VPN (PPTP, IPSec, L2TP...)

problems and other issues: ,
+ Key generation ¢ Email (S/MIME, PGP, Exchange KMS)

+ Certificate generation, revocation, validation ¢ Files (PGP, W2K EFS, and many others)
O WEE LI S + Web Services (WS-Security)
¢ Smartcards (Certificates and private key store)

¢ Executables (Java applets, .NET Assemblies,
Drivers, Authenticode)

¢ Copyright protection (DRM)
...

CERN _ CERN _ —
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My definition of PKI

¢ “Public Key Infrastructure provides the
technologies to enable practical distribution
of public keys”
¢ Using CERTIFICATES

CERN School of Computing 2006
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How to Verify a Public Key?

¢ Two approaches:

¢ Before you use Alice’s public key, call her or meet her and
check that you have the right key

+ Have the public key sent to you in a floppy using registered
mail (if you trust registered mail)

+ You can use the telephone (if you trust the telephone)

¢ Get someone you already trust to certify that the key really
belongs to Alice

+ By checking for a trusted digital signature on the key
+ That's were certificates play a role

CERN -
R oo B



What is a Certificate ? Y- Verifying a Certificate

¢ The simplest certificate just contains: ian
P J E‘“;bj(rﬂ Message Digest

¢ Apu bllc.key _ _ _ $G*2 00595 Generate .

¢ Information about the entity that is being Dvirsdll:Dfd3 e Py750A)bn
ZW““Afrd %.6.7 "

.0, [ ]

certified to own that public key EWVEe(*
$CA A6 % This public

¢ ... and the whole is thrs%ﬂjm EETIEEETTE
¢ Digitally signed by someone trusted (like your %.6,7. to Ali
friend or a CA) This public

+ Somebody for which you ALREADY have the key belongs

public key , '
AN
>an be a person, a computer, a . Decryption
, afile, some code,
anything ...

CERM. setnpiogy piision Signer (CA) CERN, 5cumpiogy ppision
CERN School of Computing 2006 TﬁknLP&?vfé@i Eratp 2 public key Tﬁ%an&Pvft‘:@i Sroip
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X.509 Certificate (simplified) - Authentication with Certificates

¢ Owning a Certificate of Alice does not mean that you
are Alice
m Who is the owner, CN=Alice,0=CERN,C=CH ¢ Owning a Certificate does not imply you are authenticated
[Publickey || The public key or info about it ¢ How would you verify that the person who comes to
[x500issuer || who is signing, O=CERN,C=CH you pretending to be Alice and showing you a
m See later why expiration date is important certificate of Alice is really Alice ?
m ¢ You have to challenge her !
w Additional arbitrary information ¢ Only the_ real A_Iice has th_e_ private key that goes in pair with
— the public key in the certificate.

CA Digital Signature ... of the issuer, of course

CERN _ ) CERN _ —
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Authentication with Certificates N Where should certificates be stored

=
Sctw - Emp——

Bob gets Alice's certificate # Certificates can be stored anywhere
He verifies its digital signature i
+ He can trust that the public key really belongs to Alice ¢ Private keys should be protected

+ But is it Alice standing if front of him, or is that Michel ? ¢ In computers files, protected by pass phrases

Bob challenges Alice to encrypt for him a random phrase he + In OS protected storage
generated (“I like green tables with flowers™)

Alice has (if she is the real Alice) the private key that matches
the certificate, so she responds (“deRf35D"&#dvYr8 *$@dff”)
Bob decrypts this with the public key he has in the certificate
(which he trusts) and if it matches the phrase he just
generated for the challenge then it must really be Alice herself
|

¢ In smartcards

CERN _ CERN _ —
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Certificates on Smartcards = Handling Certificates

¢ A “bad” smartcard is only a dumb memory chip ¢ Certificates are “safe to store”
¢ Containing the Certificate and the private key

¢ Both readable: You must trust the machine reading your
smartcard . . )
¢ Better than using a floppy disk or saving everything to a file ¢ Store anywhere, a file or a“dumb” memory-only smartcard

¢ A “good” smartcard is more than a memory chip ¢ Private keys that match the public key are strictly
& Contains the Certificate, readable confidential

¢ Contains the private key but not readable from outside. However # Loosing the private key = Loosing the identity
it exposes a mechanism to challenge the knowledge of the
private key by allowing the encryption of random strings using ¢ Must be very well protected

the private key ¢ Use “Protected Storage” on your OS or a “smart”
# A “very good” smartcard smartcard that will have crypto functionality on board

¢ May request the user to know a PIN code to execute any
encryption request
¢ (of course, now you have to protect the PIN code) CERN _ CERN
CERN Sehddbgf Qeppotinigi2®étric recognition and self-destruct  Iintemef Sarvices Eratip © CERN School of Computing 2006 Tnternat Sarvicas Erotp

¢ No need to protect them too much, as they are digitally
signed

SEC390



Certificate Validation Y Certificate Revocation

¢ (Private) keys get compromised, as a fact of life

¢ You or your CA issue a certificate revocation
- _ certificate
¢ Unless you explicitly trust a subordinate CA i Foobar We Trust' ¢ Must be signed by the CA, of course

(nstallec root G cerficate) + And you do everything you can to let the world
know that you issued it. This is not easy
¢ Certificate Revocation Lists (CRL) are used

Public key. Public key. Public key. ¢ They require that the process of cert validation actively

This public This public This public Ch.eCkS fre CRLL emdl [eep I Wp-io-eere
key belongs Check DS of key belongs ek B 6f ¢ Itisanon scalqble process
CERN Foobar ¢ Many people disable this function

¢ This explains why
¢ Every certificate has an expiration date
¢ short expiration policies are important

¢ When checking the digital sighature you may have to “walk
the path” of all subordinate authorities until you reach the root

CERN _ —
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& Revoked certificates can be trusted - Storing Certificates and Keys

Bkl

Alice creates a document on March 29 # Certificates need to be stored so that interested
She signs it and sends it to Bob on April 8t users can obtain them
th R 2 .
%@é\f(ae% ?nd SB&'@?@% girt%relvgael_key ctd) er eRiiliseie 2 ¢ This is not an issue. Cer.tificates are “public”
Can Bob still trust the document as belonging to Alice ? ¢ Do we need to store private Keys for data recovery
O V=S purposes ?
What if Bob would have received on June 29t the document + Endless discussions on this topic

dated March 29, signed by Alice? ) i
s NO ¢ This weakens the system, but may be a necessity

So ... _ _ ¢ This is a function of most certificate servers offer
¢ You can trust documents signed with revoked # Those servers are also responsible for issuing, revoking,
keys only if the date at which the document was signing etc. of certs

signed is before the revocation date and it is ; ; e
certified by a trusted source (clearly not the ¢ ﬁ:g &zlysg:;qrtsures e EEFIIEELD SEMVEr i gererie

revoked certificate entity)

CERN _ CERN _ —
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Example (no key recovery)

Public key is
submitted to CA

User generates A
for certification

a key pair

=N
Priv |@

|

Certificate is sent
to the user

CERN School of Computing 2006

Certification Server

CERN .
i Zarorn Bissh

Example (with key recovery)

This model allows
key recovery CA generates
akey pair
User request a Priv
certificate to CA

CAgenerates
certificate

Private Key and
Certificate are
sent to the user

CERN _ —
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=< Certificate Authority Services

CERN S i
o R ' + When deploying a Certificate Authority, you need to
make an important decision:
¢ Use an external, well known CA

+ Your certificates will be universally recognised but you are
dependent on the trustworthiness of the CA

PKI Deployment + You pay (a lot of $%)

¢ Establish your own CA

+ Only partners who have explicitly trusted your CA recognise
your certificates but you are in full control

¢ You can also outsource CA services
¢ Not an economic viable option for large HEP labs

CERN _ —
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And thereis (- Identity Management Process

¢ Before signing, you need to verify what you are
signing
¢ You need to authenticate users by something other
User request a than certificates

CElIcaleliolC + Otherwise Michel can get a valid certificate for Alice and

CA generates her private key !
a key pair

> & ¢ The strength of your verifications will define the
i IW .‘% class of the certificate you issue

Certification Server
On which grounds will you
sign or not ?

WD e S0 GYERy {F'rErE:aF\ chnol {;rEﬁP‘ chnology Divis
4 CERN School of Computing 2006 requests ? Intsrnet Ssrvices Eradp 4 CERN School of Computing 2006 Internet Serviced Sratip
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Social Problem

¢ Real-life “certificates” are well understood
¢ What do you trust more: a national passport or a
membership card of the video club rental ?
¢ Digital certificates are a long way from public
understanding
¢ Is Verisign Class 1 better or worse than Class 5 ?
¢ What about BT Class 2 versus Thawte Class 3?

CERN __
% CERN School of Computing 2006 Tﬁ%’a’ﬁ!ﬂ&#\’é’ﬂ

Certificate Classes

¢ A Class 2 digital certificate is designed for people
who publish software as individuals
¢ Provides assurance as to the identity of the publisher

¢ A Class 3 digital certificate is designed for
companies and other organizations that publish
software
¢ Provides greater assurance about the identity of the
publishing organization
¢ Class 3 digital certificates are designed to represent the

level of assurance provided today by retail channels for
software

¢ An applicant for a Class 3 digital certificate must also meet

a minimum financial stability level based on ratings from
Dun & Bradstreet Financial Services

CERN _ —
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Current Strength Recommendations :_Q___ Conclusion

¢ Look for systems
¢ Your infrastructure should be ready to strengthen # From well-know parties

these at any time + With published algorithms
¢ That have been hacked for a few years
¢ That have been analysed mathematically

e + Do not “improve” algorithms yourself

Symmetric Key 96 bits (avoid DES as it can | 256 bits (Rijndael, RC5 ¢ Apply security patches
do only 56, instead use AES- | 128bits, not DES) . L.
Rijndael or RC5) ¢ The technology is secure, but it is complex and leads to
- bugs in the various implementations
¢ A managed infrastructure allows moving forward

Hash: SHA/MD5 e el {6 ) 1) # Trusted intranet applications, code signing, Antivirus,
ol Secure E-mail, Secure Web, better spam fighting, anti flood
mechanism, prevent DOS attacks, etc...

CERN _ ) CERN _ —
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E&S_L_ An alternate technology to PKI

CeRR—
ool tomputng  Identical goals of PKI
¢ Advantages:

¢ Simpler to manage, keys managed automatically, Users

Part 3: An introduction to Kerberos understand it better

¢ Forwardable authentication easier to implement

Alberto Pace ¢ Disadvantages

alberto.pace@cern.ch ¢ Cross Domain Authentication and Domain Trusts more
CERN Internet Services Group difficult to implement

¢ Must be online

Kerberos gets its name from the mythological
three headed dog that guards the entrance to Hell

CERN _ —
s CERN School of Computing 2006 Tﬁ%mﬁi'@f&*ﬁfé'ﬂ%ﬁiﬁ'b
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= Kerberos Basics <. Basic principles

There is a trusted authority known as the Key Distribution Center (KDC)
. . . which is the keeper of secrets.
+ Kerberos is an authentication prOtOCOI Every user shares a secret password with the KDC

based on Conventional Cryptog rap hy ¢ technically the KDC doesn't know the password but rather a one way hash, which

is used as the basis for a cryptographic "master key".

¢ it relies on symmetrical cryptographic The secret master key is different for each user

. ¢ As two users don't know each other master key they have no direct way of
algorithms that use the same key for verifying each other's identity
: : The essence of Kerberos is key distribution. The job of the KDC is to
encryptlon as for decryptlon distribute a unique session key to each pair of users (security principals)
¢ Different from PKI ! that want to establish a secure channel.
Clear-text.input Cipher-text Clear-text output * Using Symmetric encryption
Ay exCGam o sdgh AL Clearly everybody has to trusigie &»C

nd fe Mwir3:dkJeTsY8R\s@! and few deploy
hints q3%" hints” M

| w_’ | &Y " trust =
o S Txa
[ .~ sSamekey “~_ 'IF

(shared secret) ‘ CERD 2schnotony ouision i
i Zarorn Bissh
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& Breakthrough of a (simplified)
o Kerberos session

¢ Alice wants to communicate with Bob
¢ bob could be a server or a service

¢ Alice can communicate securely with the KDC,
using symmetric encryption and the shared secret
(Master Key)

¢ Alice tells the KDC that she wants to communicate
with Bob (known to the KDC)

s CERN School of Computing 2006

CERN .
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=<  (simplified) Kerberos session 2

¢ The KDC generates a unique random cryptographic key for Alice and
Bob to use (call this K;)
¢ He sends back two copies of K_, back to Alice.
¢The first copy is for her to use, and is sent to her along with some other
information in a data structure that is encrypted using Alice's master key.
¢The second copy of Kab is packaged along with Alice's name in a data

structure encrypted with Bob's master key. This is known as a "ticket".

T

Tk

Unique Key for Alice/Bob

Iwant to talk to Bob communication

KDC

Encrypted using ?
Ma

Encrypted using ?
Mb

CERN -
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=5F  What is the ticket ? - Kerberos authentication

. . . ¢ Alice must send the ticket to Bob
¢ The ticket is effectively a message to Bob  with proof that she knows K,
¢ and she must do it in a way that allows Bob to detect replays
that Only BOB can decrypt from attackers listening onythe network where Alice, BoFt)), gnd

¢ "This is your KDC. Alice wants to talk to you, and here's a the KDC are conversing. _
session key that I've created for you and Alice to use. ¢ The ticket is sent to Bob, with an authenticator (her name and

Besides me, only you and Alice could possibly know the the current time, all encrypted with the session key K_,)

I fK . " ted it with ti ¢ Bob takes the ticket, decrypts it, and pulls K, out. Then
valueion i, sinceftverencrypteditwitniyournnespective decrypts the authenticator using K,,, and compares the name

master keys. If your peer can prove knowledge of this key, in the authenticator with the name in the ticket

then you can safely assume it is Alice." + If the time is correct, this provides evidence that the
authenticator was indeed encrypted with K,

Bob

Authenticator

T, Alice Encrypted using
K b =
ab Mb Alice, 22:34 Encrypted using 'T K IE,'
Ticket ap @ ?
Mb

CERN _ ) b Alice Encrypted using CERN _ —
ss CERN School of Computing 2006 Tﬁ%’a’ﬁ!ﬂ'&*ﬁf@i’i Eroiip Kap ?Mb Tﬁ%mﬁi'@f&*ﬁfgﬂ Eroup
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=¥ Kerberos authentication

¢ It timeis incorrect, bob reject the request
¢ with a hint of what his time is (Bob time isn't a secret)
¢ If the time is correct ...
¢ ... it's probable that the authenticator came from Alice, but another
person might have been watching network traffic and might now be
replaying an earlier attempt. However, if Bob has recorded the times
of authenticators received from Alice during the past “five minutes”,
he can defeat replay attempts. If this authenticator yields a time later
than the time of the last authenticator from Alice, then this message
must be from Alice

¢ This is why time synchronization is essential in kerberos and all
KDC provides also time synchronization services

¢ You can see this as a “challenge” on the knowledge of the
shared secret (K,,):

¢ “prove that you know Kab by encrypting the current time for me”

CERN _ )
8. CERN School of Computing 2006 Tﬁ%’a’ﬁ!ﬂ'&*ﬁf@i’i Eroup

Mutual authentication

Alice has proved her identity to Bob
Now Alice wants Bob to prove his identity as well
¢ she indicates this in her request to him via a flag.
After Bob has authenticated Alice, he takes the timestamp she sent, encrypts
it with K, and sends it back to Alice.
éli%e decrypts this and verifies that it's the timestamp she originally sent to
o

¢ She has authenticated Bob because only Bob could have decrypted
the Authenticator she sent

¢ Bob sends just a piece of the information in order to demonstrate
that he was able to decrypt the authenticator and manipulate the
information inside. He chooses the time because that is the one
piece of information that is sure to be unique in Alice's message to
him . ==
ob IK

ab

‘TKab Alice ‘ 3

= I

22:34 Encrypted using ur %

?M A g# Ko s i M,
-

4:'7 CERN -
R oo B
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=5 Kerberos Secure Communication

¢ Alice and Bob share now a unique secret
K4, that they use to communicate

Encrypted using
Secure
information / —

Message 9 K
ab

60 CERN School of Computing 2006
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But life is more complicated

Real Kerberos includes an extra step for additional security
When Alice first logs in, she actually asks the KDC for what is
called a "ticket granting ticket", or TGT.
The TGT contains the session key (K,,) to be used by Alice in
her communications with the KDC throughout the day.
¢ This explains why when the TGT expires you have to renew
it
So when Alice requests a ticket for Bob, she actually sends to
the KDC her TGT plus an authenticator with her request.
The KDC then sends back the Alice/Bob session key K
encrypted with K,
¢ as opposed to using Alice's master key as described
earlier
¢ Alice doesn't even need to remember her master key once
she receives the TGT (unless she wants automatic TGT
renewal).

CERN -
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% Kerberos Key Hierarchy - Kerberos ticket in real life

Bkl

The session key (or short-term key). A session key is a secret key shared between Field name Besaiien

B e s L L S LS te
5 o Al g 4 i 3 -vno Version number of the ticket format. In Kerberos v.5 it is 5.

Since it is a critical part of the Kerberos authentication protocol, it is never sent in ; _ , — -

the clear over a communication channel: It is encrypted using the Ticket Granting Realy B I (T S e DR G RO s e S Gl

Serv|ces key servers In Its own realm, so this IS also the name of the server's realm

The Ticket Granting Services key (medium-term key). A secret key shared between -
each entities and the KDC to obtain session keys. It is never sent in the clear over a
communication channel: It is encrypted using the master key. P | Key
The master key (or long-term key). The master key is a secret key shared between __| Creaim
each entity and the KDC. It must be known to both the entity and the KDC before Cname Client's name

the actual Kerberos protocol communication can take place. The master key is Transited ists the Kerberos realms that took part in authenticating the client to whom
generated as part of the domain enrollment process and is derived from the ued.

creator’s (user, machine, or service) password. The transport of the master key over ®= T Startime
2 communication channel is sectired using a secure channel
e e L R o
between the workstation you're working on and the KDC. In this case the master

key is derived from the, Worw acc nt password. - Caddr (Optional) One or more addresses from which the ticket can be used. If omitted, the

ticket can be used from any address.

@ | Authorization-data (Optional) Privilege attributes for the client. Kerberos does not interpret the contents
of this field. Interpretation is left up to the service.

Lifetime E—— Exposure

‘Tﬁi’%l' “erc?i &“_.a.ﬁnp @ Fields encrypted using the session key of the recipient's TGT ‘T&%&r&rﬁr&;ﬂ 'viaf‘np
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=S¢ Authentication Methods

CERN G

hool of il . . .
School o Computing # Two technologies for authentication:

Kerberos and X.509 Certificates (PKI)
¢ Both technologies have weak and strong

PKI and Kerberos integration points

¢ Distributed versus centralized management
¢ Forwardable authentication
¢ Offline authentication

¢ Technology is different

¢ Asymmetric encryption with public/private key pairs
versus symmetric encryption and shared secrets

CERN _ —
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=&F  Both technologies are here to stay =& Usage of Client Certificates

¢ Kerberos is used in Windows Domains and ¢ Client authentication against a “service”
AFS (Example: a web server)

¢ PKlis used in all Grid related projects, with ¢ Proves your identity _
multiple certification authorities ¢ Digitally Sign documents and E-mail

. . . . P te that t
# Multiple scenarios exist to integrate and ¢ Proves you wrote that documen

interoperate the two technologies ¢ Encrypts information
¢ Nobody else than your selected recipient can read the

information

CERN _ —
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Example: Email signing and

i H "8 Untitied Messoge [9]=1:5]
e ancryptin —— .
Y PNy o

g Example: Web authentication using

== certificates (1)

¢ Certificate can be installed in any browser, on any platform.

¢ The web service offer the possibility to end-users to map the “subject” of
their Certificate to their kerberos account (login name)

¢ pace = “CN=Alberto Pace 8717;0U=GRID; O=CERN;C=CH”"
¢ pace = “E=Alberto.Pace@cern.ch;CN=Thawte Freemail Member”

Al To...

¢ In Outlook:

St
H" =]

B Absence - Message (Plain Text)
: Fle Edt View Insert Format Tools Actions Help
i - Reply | (=giReply to All | i3 Forward | v | X | @ H

i« Reply with Video %, Reply to All with Video £

Message Security Properties

E Subject: Absence

" Messages may contain encryption and digital signature layers. Each digital

¢ Authentication done automatically
e iy ey contan multple sonatures, ¢ The web browsers sends the client certificate to the web server

5iﬁj‘”‘”‘““”""’°”' # The web server verifies the digital signature and the validity of the
+ Digial Sgnature Layer certificate
e — v Sern e ot geEm + The web server challenges the “client” system for the knowledge
Subject: Absence Descripten: of the private key corresponding to the public key found in the
From:  Rafel Otto OK: Signed message. certificate
The digital signature on this message is Valid and Trusted. . . s . .
L _ — + If ok, the “subject” found in the certificate is authenticated. The
the message, cick Detais. Clid any of the following buttons to view more information about or make Web server then can impersonate the kerberos account found in

changes to the selected layer: ] 2
the PKI/Kerberos mapping table and proceeds with the user’s
[[]warn me about errors in digitally signed e-mail before message opens. cr ed en tl al s

[ Warn me about errors in digitally signed =-mail.
Ipfgrmatiop Jechnplos (vision
Intsmet Services Group

Ememanuel Orman

From: S Rafal otwo Sent: Thu 4/28/2005 12:50 PM
To: it-dep-is (Members of the group IT/1S)

=

Subject: _Agen:

Switzerand

Signed By:  Rafal.Otto@cern.ch

[['11 be off this afterncon. My GSM will be on.

CERN _ —
& CERN School of Computing 2006 i'l'\%mr?E'o”f jorvices Group

68 CERN School of Computing 2006

SEC390



SEC390

Example: Web authentication using
certificates (2)

¢ Popup for selection if several certificates installed
¢ multiple identity and roles are supported

¢ If no client certificate:
¢ Optionally, downgrade smoothly to form-based authentication
+ User enters kerberos username/password
+ Useful if using a public computer, but can be a security issue.
¢ Or force client certificate installation

+ Requires the service provider to have an established Certification
Authority

+ More secure but accessibility issue.

CERN _ )
0 CERN School of Computing 2006 Tﬁ%’a’ﬁ!ﬂ'&*ﬁf@i’i Eroup

cmam, e
St -

5 Web Authentication example

Opening a website

Choose a digital certilicate

WinServices

The Vieh site you mant t view recussts
1Y, deraficabon, Flaase chooss b carticate,

Certificate
— authentication —
complete.

The browser prompts to choose
among the client certificates
matching server requirement

Cancelled or no
certificate installed

CERN -
R oo B
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=&
St

PKI / Kerberos Integration example

¢ Setup a certification authority to create and sign
X.5009 certificates which are pre-mapped to

This site has requested that you identify yourself with a certificate: T A Home | 4§ Bockmacks 2 Rlud Hal Netwerk
g

websvc02.cem.ch
Organization: "CERN"

Issued Under: "RSA Data Security, Inc." e E"" s kerberos accounts
e e I # Publish a web interface to allow users to request,
Details of selected certificate: HNeme: Emmanus! Crmancey

download and install Client certificates on their
computer to map their existing (Grid / Thawte /
CaCert / Other) certificate to their Kerberos account
o oo W ¢ Note: mapping should be possible only for certificates

| Geer serimeste mepsings signed by certification authorities trusted by you

¢ Implement Certificate-based authentication on your

Subject: CH=CACen User Gerl. E=emmanus, crmancey@<sem.ch
servers

Ommanceydcam cn
tulas: 160G

Issued to: E=emmanuel.ormancey@cem.ch,CN=CAcert User Cert
Serial Number: 00:9B:AE i ki
Valid from 07/07/2004 11:06:09 to 07/07/2005 11:06:09
Purposes: Client,Server,Sign,Encrypt

Issued by: E=support@cacert.org,CN=CA Cert Signing

Authority, OU=http://www.cacert.org,0=Root CA

Stored in: Software Security Device

o | [ carcal | [ v

IsEuse: C=ZA, Q= Thawts Censuting (Pty) Lid., CH=Thawis Parsonal Freemsl |3sung CA
Suibjirct: CM=Thimle Frowmail Mombir, E = emmanusl om ancep@eemn.ch

S (& £ @ o6 | Done -

CERN _ ) CERN _ —
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Example of current CERN plan

¢ For “managed” computers, the request, distribution
and installation of Client certificates can be
completely automated

¢ For PCs member of a Windows domain, the CERN certificate
can be pushed to the client as a domain policy

¢ Its renewal can be handled automatically (allowing short
validity periods)
¢ Users do not need to understand, be aware, be informed.
100 % transparent.
¢ Similar automation levels exist for Linux and Mac OS
systems

#  CERN School of Computing 2006

CERN School of Computing 2006

=<  Architectural Comment (1)

¢ In this example, we have an interoperable
Kerberos / PKI service in a master-slave
situation

¢ Kerberos is the master, PKI is the slave

¢ The Kerberos password is used to establish mapping
between the Kerberos account and the PKI certificate

¢ When possible, the Kerberos authentication triggers the
client certificate installation

¢ This can be changed

CERN -
R oo B
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=6  Other possibilities

¢ If security needs to be strengthened

# Store certificates elsewhere outside the computer (smart card) to
better protect access to the private key during session
authentication.

¢ Smartcard protected by pin code
¢ Disable form-based authentication based on password

¢ Consequence: No more passwords typed in
¢ Passwords do not need to be known by users.
¢ Passwords can be set to random string and can be reset very
often, automatically.
¢ Consequences if Kerberos passwords not known by
users
¢ User must use certificate authentication as form based
authentication is no longer possible.
¢ less security problems but accessibility issue especially if using
smartcards ubl(l)%ecomputers). ti‘i’-%"%%&l‘é‘é?&fé‘ﬂ

CERN School of Computing 2

oup CERN School of Computing 2006

=< Architectural Comment (2)

¢ With smartcards or with passwords
unknown to the users, we still have an
interoperable Kerberos / PKl service in a
master-slave situation

¢ PKlis the master, Kerberos is the slave

¢ You distribute to users Certificates (smartcards) which are
pre-mapped to Kerberos accounts

CERN -
R oo B



&  Conclusion on PKI/ Kerberos

mn
Bkl

School ©f Computing

¢ Why both ?

¢ Provide a common authentication interface for all services,
platform independent.

architecture

¢ Both choices are secure but there are advantages and Alberto Pace

disadvantages for both cases CERN, Information Technology Department

alberto.pace@cern.ch

CERN School of Computing 2006
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Computer Security & Definition

=
Sctw - Emp——

# The present of computer security ¢ ldentity Management (IM)

¢ Bugs, Vulnerabilities, Known exploits, Patches + Set of flows and information which are (legally) sufficient

¢ Desktop Management tools, anti-virus, anti-spam, firewalls, and allow to identify the persons who have access to an
proxies, Demilitarized zones, Network access protection, ... information system

¢ This is no longer enough. Two additional aspects ¢ This includes
¢ Social Engineering + All data on the persons

+ “Please tell me your password” + All workflows to Create/Read/Update/Delete records of
+ Require corporate training plan, understand the human factor and persons, accounts, groups, organizational unit, ...
ensure that personal motivation and productivity is preserved « All internal processes and procedures

¢ Identity (and Access) Management « All tools used for this purpose

CERN _ ) CERN, 5cumpiogy ppision
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-5  More definitions - |AM Architecture

Bkl

¢ Identity and Access Management (|A|\/|) ¢ The Rule. Three components, independent
¢ Authentication

4 ACC@SS Man ag em ent ¢ Unequivocal identification of the person who is trying to connect.

¢ For agiven information system, the association of a right + Several technologies exist with various security levels (username /
(use/read / modify / delete / ...) and an entity (person,

password, certificate, token, smartcard + pin code, biometry, ...)

uthorization

account, computer, group, ...) which grants access to a
+ Verification that the connected user has the permission to access a given

given resource (file, computer, printer, room, information
system, ...), at a given time, from a given location resource _ ) -
. . K ¢ On small system there is often the confusion between authorization and

¢ Access control can be physical (specific location, door, authentication

room, ...) or logical (password, certificate, biometric, token, ccounting

) ¢ List of actions (who, when, what, where) that enables traceability of all
¢ Resources can also be physical (room, aterminal, ...) or changes and transactions rollback

logical (an application, a table in a database, afile, ...)

chn: ision

CERN _ ) CERN T
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More on IAM Architecture

¢ Role Based Access Control (RBAC)

¢ Grant permissions (authorizations) to groups instead of
person
¢ Manage authorizations by defining membership to groups

¢ Separations of functions
¢ granting permissions to groups (Role creation)
¢ group membership management (Role assignment)

¢ Be aware'!
¢ RBAC should be a simplification
¢ Keep the number of roles to a minimum

CERN _ )
CERN School of Computing 2006 Tﬁ%’a’ﬁ!ﬂ&#\’é’ﬂ&? U

CERN School of Computing 2006

Why Identity Management ?

¢ Legal Constraints
¢ In many areas there is a legal obligation of traceability
¢ Basel Il (Global Banking financial regulations)
¢ Sarbanes Oxley Act (SOX) in the US
+ 8t EU Privacy Directive + national laws in Europe

¢ Financial constraints
¢ Offload IT experts from administrative tasks with little added
value (user registration, password changes, granting
permissions, ...)
¢ Technical opportunity
¢ Simplification of procedures, increased opportunity
¢ Centralized security policy possible

CERN X
Rt Goroisad &
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Aware of legal constraints

¢ Laws are different in each country

¢ Laws depend on the type of institute

¢ Public funded, Government, Privately owned, International
Organization, ...

¢ Laws depend on the sector of activity
¢ Archiving, traceability, retention of log files and evidences
¢ Not easy to find the good compromise between
security / accounting / traceability and respect of
privacy / personal life

CERN _ )
CERN School of Computing 2006 Tﬁ%’a’ﬁ!ﬂ&#\’é’ﬂ Eroup

< Implementing IM /1AM

¢ Overall strategy

¢ Berealistic. Base the project on “short” iterations (4 - 8 weeks) with clear
objectives and concrete results at each iteration
¢ Understand the perimeter of the project.
+ Services included / excluded
+ One single project cannot fix all existing and cumulated projects
¢ Understand the stakeholders
+ Who is affected
+ Who pays
+ Ensure to have management support
¢ Inventory, simplify, streamline and document all administrative
procedures

¢ It is an heavy project, there are many parameters

CERN _ —
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IAM Architecture

& More IAM Architecture o
=% components (1/5) i

¢ (web) application for person and account

registration "Ej

¢ Used by the administration to create identities Identity
. . . . Management
¢ Approval, workflow and information validation depends on (Administration)
the type of data
+ Requiring a workflow or validation/approval by the
administration. Examples: Name, passport no, date of birth
+ Available in self service to end-user:
Examples: password change, preferred language, ...

CERN _ —
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& IAM Architecture & IAM Architecture
== components (2/5)

¢ Process and workflow well defined
¢ What are the “administrative” requirements to be

&
“ : » C o ” - Database
authorized” to use service “xyz Identity

¢ “administrative” means that you have all information in the

Management Aecounts Account
IAM database (Administration)  awomated | pagahase
¢ You can define rules and process to follow. You can
implement a workflow.

¢ If you can’t answer this question, you can’t
automate

¢ Putting an administrative person to “manually handle” the

answer to that question won’t solve the problem in large
organizations

CERN _ CERN _ —
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S More IAM Architecture & |AM Architecture
= components (3/5)

L e 3

¢ Service-specific interfaces to manage
authorization

> HR
8J
¢ This is typically platform and service dependent

Identity
¢ Allows assignment of permissions to groups or accounts

Management hecoumis Account
Administration A )
or persons (Administration) - weraes | Database Oty
¢ Authorization can be made once to a specific group and

managed using group membership

Authorization

Authenticated and
management -
authorized end-user

: g receiving services
-.E’

CERN _ CERN _ —
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g More IAM Architecture % |AM Architecture

— components (4/5)

¢ (web) application to manage group
memberships '
¢ Indirect way to manage authorizations Identity p—
# Must foresee groups with manually managed memberships xﬂﬁﬁﬁxggon) Aomated 9;3%22; At

procedures

and groups with membership generated from arbitrary SQL Access granteq ‘
queries in the IAM database Defaul Global " =
-groups mg“be"swp

Authorization :
Authenticated and
management Us, manadement authorized end-user

receiving services

¢ Must foresee nesting of groups E-Group

Resource owner or Service manager
Authorizes using
 User Accounts
* Default E-groups

CERN g o CERN. g e
Tﬁ%’a’ﬁ!ﬂ'&*ﬁf@i’i Eroiip CERN School of Computing 2006 « Custom E-groups Tﬁ%an&Wﬂ:@i Eroup
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& More IAM Architecture
=% components (5/5)

2 Single-Sign-On (SSO) services ¢ CERN has an HR database with many records (persons)
¢ 23 possible status

. i . . ¢ Staff, fellow, student, associate, enterprise, external, ...
¢ Authentication portal for web-based applications
¢ Heavy rules and procedures to create accounts

¢ Kerberos services for Windows and/or AFS users 5 DO RO eaiess e Saies

¢ Certification authority for grid users + Mail, Web, Windows, Unix, EDMS, Administration, Indico, Document
Server, Remedy, Oracle, ...

2 DireCtorieS, LDAP, ¢ Multiple accounts per person

¢ Being migrated towards a unique identity management system with one

*A well thought communication plan to unique account for all services
inform all users

Experience at CERN

¢ aware of group memberships

CERN _ —
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CERN Today

! i HR
Database
Identlty
Account
Database

Management

&

Authorization

&

Group/Role
Membership
Management

CERN School of Computing 2006

Windows
Services
Indico
Serwces

Serwces
Maii
Services
)
E{" g
e

Resource owner
Authorizes

Authenticated and
authorized end-user
receiving services

Document

CERN Plan

' * HR
Database

Identlty
Management

L
E-group d
Integration °
Author with HR ition

is done ¥ vy the
resource owner

Windows
Services
Indico
Services
Web *
Services
Mai’ Authenticated and
Services

Unigque account
For all services

Account
Database

Global
E-Group

authorized end-user
receiving services

&

Group/Role
Membership
Management

management

Custom E-groups

CERN Sch¥Bnaeesh gt

Y Soeer

&3

Resource owner
Authorizes

ocument
Ma agement




=¥ CERN Plan - CERN Plan summary

¢ Central account management
- HR .
.._Q’,[;j # Only one account across services

Identity

Management Accounts Aecount ¢ synchronize UNIX and Windows accounts
iy @ et # Use Roles/Groups for defining access

Access granted g
e [ - @ - control to resources

heVS“\p - .
E-Group e Authorization _ ¢ No more: “close Windows Account, keep Mail account,
t et Authen_tlcated and o
managemen CUS[O, 9 authorized end-user block UNIX account
”

ey G, receiving services “ . .
o;enggge/-s;jf;os fr g ¢ But: “block Windows access, allow Mail access, block AIS
)
e TP access”.
Resource owner or Service manager
Authorizes using
* User Accounts
- Bl E-groups ‘rl'ErﬁaL}: pchnplogy Qivision ‘;rEﬁaFﬂ‘: pchnology Qivision
CERN School of Computing 2006 - Custom E-groups Internet Sarvices Group CERN School of Computing 2006 Internef Services roup
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Single Sign On Example

7 CERM Autbeniication - Windows Iniernet Explares provided by CERN

G__ L e Username / Password

SSO using Windows Credentials

SSO using Grid Certificate

DEMO
¢ Open a Windows hosted site:
¢ http://cern.ch/win

¢ Click login, check user information

¢ Open alinux hosted site:
¢ http://shib.cern.ch
¢ Check various pages
¢ Go back to first site
¢ Click logout CERR
CERN School of Computing 2006

SEC390

TAtsmet Ssmitas

File and Folder Tasks J open

=]} Rename this folder Certification  Identity Explare
g Move this Folder
[ Copy this folder

Authority  Management \)
[a? Share this Foldg

SR Predefined persons
Ll from central identity management
(ALL persons are pre-defined)

Send To

Other Places
e System (C:)
= Predefined Group (role)
from central identity management
(several roles are pre-defined)

Custom Group managed by the
resource owner

CERN School of Computing 2006

Review Meeting Properties
General | Sharing | Secuity | Customize

Group or user names:

{derize (Denise Heagety@eem.ch)

€7 pace [4lberto Pace@cemn.ch]
€77 it-dep-is-membersi@cemn ch [CERNt-dep-is]
f31 info1otaris-members@cem.ch (CERNinfo-rataris)

Permissions

Full Control
Modify

Read & Execute
List Folder Contents
Read

wite

S mmnind -

For special permissions of for advanced settings,
click Advanced =

v

][ cancel ][

Apply

J




« Managing custom group
=7 example

e — ¢ Legal
o ' ¢ Organizational Factors

¢ Lack of management support, of project management /
leadership

¢ No clear and up to date communication
+ Inform user of constraints and benefits
¢ RBAC with too many roles

¢ Technical
¢ Incorrect estimation of quality of existing data

¢ Implement an exception on each new demand
¢ Lost mastering of technical solutions

Errors to avoid

T — 5 CERN _ -
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& Conclusion = PKI References

mn
Bkl

¢ Necessary to resist to pressure of having ¢ http://www.pkiforum.org/
¢ “Custom” solution for “special” users
¢ Exception lists

¢ Security in focus
¢ Complexity and security don’t go together

¢ Once identity management is in place ...
¢ ... you wonder why this was not enforced earlier

¢ PKI: Implementing & Managing E-Security
by Andrew Nash, Bill Duane, Derek Brink,
Celia Joseph, Osborne, 2001

http://www.amazon.com/exec/obidos/tg/detail/-
[0072131233/ref=pd sim books 2/002-8363961-5776032?v=glance&s=books
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Additional info on Kerberos

Miller, S., Neuman, C., Schiller, J., and J. Saltzer, "Section
E.2.1: Kerberos Authentication and Authorization System,"
MIT Project Athena, Cambridge, MA, December 1987.

Kohl, J., and C. Neuman, "The Kerberos Network
Authentication Service (V5)," RFC 1510, September 1993.
Linn, J., "The Kerberos Version 5 GSS-API Mechanism," RFC
1964, June 1996.

Tung, B., Neuman, C., Wray, J., Medvinsky, A., Hur, M., and J.
Trostle, "Public Key Cryptography for Initial Authentication in
Kerberos," draft-ietf-cat-kerberos-pk-init.

Neuman, C., Kohl, J. and T. Ts'o, "The Kerberos Network
Authentication Service (V5)," draft-ieft-cat-kerberos-revisions-
03, November 1998.
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November 1997.
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